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Joomla is flexible and open-source content management for building websites and online publications. Powered by PHP,
it can be used for multiple scenarios, such as forums, photo galleries, e-commerce, and other web-based applications.

Follow our tutorial to install Joomla CMS on the AlmaLinux 9 server with the LAMP Stack (Apache/Httpd, MariaDB, and
PHP).

Prerequisites

Before you begin, make sure you have these on your environment:

A Almalinux 9 server.

A non-root user with administrator privileges.

A SELinux with status permissive.

A domain name pointed to the server IP address.
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Install LAMP Stack Dependencies

Joomla is a content management system written in PHP with MySQL/MariaDB database. So before you install Joomla,
you will install dependencies for it. In this example, you will install Joomla with the LAMP Stack (Apache/Httpd,
MySQL/MariaDB, and PHP) on your AlmalLinux 9 server.

To get started, execute the following command to add the EPEL and Remi repository to your AlmalLinux server. The
EPEL repository is required for installing some additional dependencies, and the Remi repository for PHP packages.

sudo dnf install epel-release dnf-utils http://rpms.remirepo.net/enterprise/remi-release-9.rpm

nstall epel-releasc daf-utils hitp: | 'enterprise/remi
heck: B8:83:51 ago

19.noarch is al dy installed.
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Ir

sownloading Pa

Now execute the command below to reset the PHP repository module and enable the Remi PHP module. Type y to
confirm and proceed.

sudo dnf module reset php
sudo“dnf module enable php:remi-8.2



demi's RPM r

Version

Is this ok [y/N]: y
Complete!
[root@almad9 ~]#

After the repository is added, install LAMP Stack and additional dependencies by executing the command below.

sudo dnf install httpd mariadb-server php php-curl php-common php-json php-intl php-xml php-gd php-mysql php-imagick php-mbstring
php-zip wget unzip nano

lmag =]#
8 ~]# sudo dnf dinstall pl php-isen php=intl php-xal php-gd php-my \-imagick php-nb

lar asitory for [ K n 9 ="%26_64
rting GPG k« Ix478FB947:
Userid : "Hemi's RPM repository (https://rpms.remirepo.net/) <remi@remirepo.net>"
Fingerprint: BlAE FT1E 14C9 D748 9TE1l 98A8 B195 27F1 478F 8947
From : /etc/pl . 'M-GPG-KI
Is this ok N]: y
Key imported successfully

With the installation finished, start and enable the httpd service with the following command.

sudo systemctl start httpd
sudo systemctl enable httpd

Then verify the httpd to ensure that the service is running.

sudo systemctl status httpd

Below you can see the httpd.service running.



start httpd
e httpd

ulti-us

Usr £ ML m/httpc

s

Jetc/systemd/system/httpd.service.d

Lphp-fpm.conf
ve (running) since
tpd.service(8)
(httpd)
al requests: 8; Idle/Busy workers 188/0j;Requests/sec: ©; Bytes
213 (1limity 24732)
Memory: 27.2M
CPU: 264ms
CGroup: /system.slice/httpd.service

For the mariadb service, execute the command below to start and enable it.

sudo systemctl start mariadb
sudo systemctl enable mariadb

Then verify the mariadb service with the command below. You will see the mariadb is running.

sudo systemctl status mariadb

[root@almag

[root@alma9 ~]# - systemctl start mariadb

[root@almag9 ~]1# o systemctl enable mariadb
nk /etc/systemd/system/mysqgl.service » fusr/Llib/systemd/systen
nk /i systemd/system/mysql Tca = "lib/systemd/systen

served/sd

Created symlink /etc/systemd/system/multi-u .target.wants/mariadb.service » fusr/Lib/systemd

[root@almad ~]#
[root@alma?® ~1# sudo systemctl status mariadb
e mariadb.service MariaDB 16.5 database server

Loaded: loaded (fusr/lib/systemd/system/mariadb.service; enabled; preset: disabled)

Active: act (running) since

Docs: man:mariadbd(8)

= ffmariadb. con fenfLlibrar sy stemd/
Main PID: 28119 (mariadbd)

Status: "Taking your SQL requests now..."
Tasks: 15 imit: 24732)
Hemoy &M

CPU: 4.124

Lastly, execute the following command to verify the PHP version and the list of enabled extensions.

php. ~v
php -m

You will see PHP 8.2 are installed like the following:

[root@almas ~1#
[root@alma9 ~]# php =v
PHP 8.2.15 (cli) ilt: Jan 16 2 12;19;32) (NTS
Copyright (c) The PHP Grou
Zend Engine v4.2,15, Copy! nd Technologies
i ; i OPcache v8.2.15, Copyright (c), by Zend Technologies

[PHP Modules]

bz
calendar
Core
ctype
curl
date

exif
fileinfo
filter




Setting Up PHP

Now that you have installed LAMP Stack on your AlmaLinux server, the next step is to configure your PHP installation
for Joomla. You will modify the default PHP configuration php.ini and make some changes to it.

Execute the nano command below to open the default PHP configuration /etc/php.ini.

! sudo nano /etc/php.ini

Change the default con

atic ith the following and be sure to adjust the memory_limit option with your current
available memory/RAM ‘

memory limit=512M
upload max filesize=64M
post_max_size=64M
max_execution time=60

output buffering = Off
Save the file and exit the editor when fin d.

Now restart the httpd service to apply yo odi wing mand.

estart httpr

After you have co
installation utility a
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he pa rd.
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e Input Y to remove the an
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e InputY to database t
e Lastly, inp o reload t
With the Ma B server config you need to create a new database and user for Joomla.

Execute t 1ariadb com-d belo riaD%ot parword when prompte

log

Now execute the following MariaDB quet o Ccr! ane
p4ssword, then grant privileges for user la to the joa

D, a new user joo with password

'\ CREATE DATABASE joomladb; .
. CREATE USER joomla@localhost IDENTIFL p4ssword’;
| GRANT ALL PRIVILEGES ON joom la@localhost;

. FLUSH PRIVILEGES;




MariaDB [ (none
Query OK, 1 row affected (0.883 sec)

MariaDB [(none)]> CREATE USER joomla@ alhost IDENTIFIED BY 'p4ssword';
Query DK, ® rows affected (0.003 sec)

MariaDB [(none)j> GRANT ALL PRIVILEGES ON joomladb.* TO joomla@localhost;
Query 0K, ©® rows affected (0.083 sec)

MariaDB [(none)]> FLUSH PRIVILEGES;
Query 0K, 8 rows affected (0.802 sec)

Next, verify the list privileges for user joomla with the MariaDB query below. You will see the joomla user with
privileges to access the database joomladb.

SHOW GRANTS FOR joomla@localhost;

MariaDB [(none)]> SHOW GRANTS FOR joomla@localhost;

e — e ———————

| Grants for joomla@l

e m e ———————
| GRANT USAGE ON *.* TO La " IDENTIFIED BY
| GRANT ALL PRIVILEGES ON joomla®@ localhost

2 rows in set (0.008 sec)
MariaDB [(none)]> quit

Bye
[ro alma9 ~

Lastly, type quit to exit from the MariaDB server:

Setting Up Firewalld

By default, the firewalld is running on AlmaLinux server:s So now you will need to open both HTTP and HTTPS ports to
firewalld.

Execute the firewall-cmd command below to open both HTTP and HTTPS services on firewalld. Then, reload firewalld to
apply the modification.

sudo firewall-cmd --add-service={http, https} --permanent |
sudo firewall-emd --reload |

Now verify the list-enabled rules on firewalld by executing the command below.

[root@alma9 ~]#
[root@alma?9 ~]# sudo firewall-cmd add i y, https sermanent
success
[root@alma?2 ~]# sudo firewall-cmd
success
[root@almad ~1# sudo firewall-cmd --list-all
public (agtiwe)

[ default

k-inversion: no

interfaces: ethe ethil

sources:

services: cockpit dhcpvé-client http https ssh
ports:

protoco

Downloading Joomla

Now you have the LAMP Stack installed and configured, the next step is to download the Joomla source code, set up the



document root directory for Joomla, and then set up the proper ownership for the Joomla source code.

Move your working directory /var/www and download the Joomla source code using the wget command below. Be sure
to check the Joomla download page and grab the link for the latest version.

cd svar/www/
wget https://downloads. joomla.org/cms/joomla5/5-0-2/Joomla 5-0-2-Stable-Full Package.zip

Once downloaded, execute the unzip command below to extract the Joomla source code to the joomla directory. So
your document root for Joomla will be located at /var/www/joomlia directory.

unzip Joomla 5-0-2-Stable-Full Package.zip -d joomla

Lastly, execute the following chmod command to change the ownership of the /var/www/joomia directory to the apache
user and group. This will ensure the httpd web server can access the Joomla source code.

sudo chown -R apache:apache /var/www/joomla

Setting Up Httpd Virtual Host

With the Joomla source code downloaded, in the next stage, you will create a new httpd virtual host file for Joomla. So
before going further, ensure that you have prepared your domain name for your Joomla installation.

Create a new virtual host configuration /etc/httpd/conf.d/joomla.confusing the following nano editor command.
sudo nano /etc/httpd/conf.d/joomla.conf

Insert the configuration below and be sure to change the domain name with your Joomla domain. Also, be sure to
change the path for both access and error logs for your Joomla.

<VirtualHost *:80>
ServerAdmin webmaster@hwdomain.io

ServerName hwdomain.io
DocumentRoot /var/www/joomla

<Directory /var/www/joomla/>
Options FollowSymlinks
AllowOverride All

Require all granted
</Directory>

ErrorLog /var/log/httpd/hwdomain.io error.log
CustomLog /var/log/httpd/hwdomain.io access.log combined

</VirtualHost>
When you're done, save the file and exit the editor.

Now execute the apachectl command below to verify your httpd configuration. When you have proper syntax, you
should get an output Syntax OK.

sudo apachectl configtest

Lastly, restart the httpd service to apply your virtual host configuration with'the command below.

sudo systemctl restart httpd

~]# sudo nano fetc/httpd/conf.d/jcomla.conf
@z P
[rootRalmad ~]# sudo apachectl configtest
AHBB558: httpd: Could not reliably determine the server's fully qualifi

tive globally to suppress this message

sudo systemctl restart httpd

Secure with Certbot and Letsencrypt



At this point, you have everything configured and ready to start the Joomla installation. But before that, you will secure
Joomla using SSL/TLS certificates from Letsencrypt. If you have a domain name for your Joomla installation, follow this.
And if you don't, you can skip this section.

First, install the Certbot and Certbot Apache plugin with the following command.

' sudo dnf install certbot python3-certbot-apache -y

Now execute the certbot command below to generate SSL/TLS certificates for your Joomla installation. Be sure to
change the details of the domain name and email address with your information.

' sudo certbot --apache --agree-tos --redirect --hsts --staple-ocsp --email alice@hwdomain.io -d hwdomain.io

When the process is complete, your SSL/TLS certificates will be available in the /etc/letsencrypt/live/domain.com
directory. Also, your Joomla installation is automatically configured with HTTPS.

Installing Joomla

Launch your web browser and visit the domain name of your Joomla installation, such as http://hwdomain.io/. If the
installation is successful, you will see the Joomla installation page.

Select the default language to English and input your basic site name. Then click Setup Login Data to continue.
25 Joomla Installer .

O3 Select Installation Language

Select Language

English (United State:

£t Setup Site Name

Enter tha namc of your Joomia site. *

Test Site

etup Lonin Data >

Now input the email address, username, and password for Joomla and click Setup Database Connection.

25 Joomla Installer

ime fory erUsera

ord for your buper User a

Password a.

Enter the email address of the website Super User. *

bob@hwdomain.io

Setup Database Connection »

Input details of your MariaDB database credentials and click Install Joomla to proceed with the installation.



Select the database type. *

MySQL (PDO)

Enter the host name, usually "localhost” or a name provided by your host. *

ocalhost

Either a usemame you created or a username provided by your host. *

mlia

A

Either a password you created or a password provided by your host.

LA L L L L Ll

Enter the database name. *

l joomladb

Enter a table prefi» or use the randomly generated one. *

’ ea30r_ ‘

If you are using an g datat th table the san i, Joon rename those

existing tabl~

Connection Encrypition *

Default (server controlled)

Install Joomla >

During the Joomla installation, you will see the fellowing:
%4 Joomla Installer somiaisoz

¥y Installation Progress:

Once the Joomla installation is complete, you will get a message 'Congratulations! Your Joomla site is ready'.
24 Joomla Installer ..

W Congratulations

Cont ilation: ur Joo site is ready.

Install Additional Languages >

se settings are reco....i .. ded for PHP in o " N compatibility with
Ipomla.

Directive
Output Buffering

@ Open Site

@ Open Administrator

From there, you can click both two links:

¢ Open Site to access the home page of your Joomla site.
¢ Open Administrator to open the admin login for Joomla, which is located at http://hwdomain.io/administrator.




Below you can see the default home page for Joomla.

CASSIOPEIA

You are here: Home

Main Menu
Home Home

Login Form

ne

sord LE]

Remember Me

For
;

Below is the login page of the Joomla administrator. Input your username and password, then click Login.

Usernam:

bab

Paszword

Need Support?

Ip hered
[ Joomial Supr o m
[ Joomial Docy mirtatian
2 Joomial 1

If you have correct admin user and password, you will get the Joomla administrator'dashboard like the following:

¥ Joomlar

@ Toggle Menu
#A& Home Dashboard

B Ccontent

= Notifications

-

Joomla is up to date.

Modules




With this, your Joomla installation on the AlmaLinux 9 server is finished.

Conclusion

Congratulations! You have completed the installation of the Joomla open-source content management system on the
AlmaLinux 9 server. You have installed Joomla with the LAMP Stack (Apache/Httpd, MariaDB, and PHP), secured
Joomla with SSL/TLS certificates from Letsencrypt, and configured firewalld to open both HTTP and HTTPS ports.




